HAQHOHAJIhHOE JilOPO CTATHCTHKH

THE NATIONAL BUREAUOF
REPUBLIC OF MOLDOVA
ORDER
ITPHKA3
No
03 poiembre 20420
" Approval

Anti-fraud and anti-corruption policy of the
National Bureau of Statistics

Pursuant to Article 14(1)(k)of Law No 229/2010 on the internal public financial
account, and in accordance with point 12(11)) of the Rules on the organisation and
functioning of the National Bureau of Statistics (NBS) approved by Decision No 935/2018 of
the Government of Romania, as well as the National Standards for Internal Control in the
public sector, approved by Order No 189 of the Ministry of Finance of 5 November 2015, 'in
order to promote the integration of institutional fathers, combat fraud, minimise corruption
risks and provide quality services,

ORDER:

1. The Anti-Fraud and Anti-Corruption Policy of the National Bureau of Statistics is here
by approved, as set out in the Annex.

2. The Directorate-General for Information Technologies (Mr Ion Mirzac) will create and
activate the electronic address of corruption(statistica.gov.md.

3. The Directorate for Dissemination and Communication (Ms Lilia Racu) will place the
Anti-Fraud and Anti-Corruption Policy of the NBS on the official website of the NBS
and will make a list of their useful contacts with the address indicated in item 2 of this
Order n.

4. The Internal Audit and Quality Management Section (Ms. Aliona Marginean) will
bring this information to the attention of all NBS employees.

5. Control over the enforcement of this order I assume.

Director-General C Oleg CARA



Approved
by NBS Order
n°l;f of 03- 1/ olt>JJ 2022

ANTIFRAUD POLICY. ANTICORUPATION OF
THE NATIONAL STATISTICAL BUREAU OF
STATISTICS

I. The purpose of anti-war policy. ]| ANTICORUPTION

1. The anti-fraud and anti-corruption policy is designed to strengthen the internal controls to
help detect and prevent fraud and other illegal activities in the financial, patrimonial and
image interests of the National Bureau of Statistics (NBS).

2. The main aim of the policy is to create an internal institutional environment that degrades
the inhibition of fraud, contributing to the awareness, identification, recording, evaluation,
control, monitoring of risks and consequences of fraud and corruption.

I1. SCOPES

3. The provisions of this Policy shall apply to fraud and suspicions of fraud, which are related
to financial or non-financial matters.

4. The investigation activity of fraud/suspicion of fraud will be carried out regardless of the
level of the associated risk or / and the position occupied.

III. GENERAL NOTICES

5. Fraud - means any illegal act, characterised by electorship, concealment or betrayal of
trust, committed by a public person or entity for the purpose of obtaining money,
goods/values or services or of evading payments, in order to secure an advantage for him
or her on account of business - Fraud includes obtaining at some point or nithes future
undue benefits or advantages as a result of fraudulent financial reporting, illegal
insufficiency of assets, non-compliance with normative and legislative acts, overvaluation
of assets or underestimation of liabilities, illicit use of assets in the care or control of a
person, theft, fraudulently obtained income through partial or total non-payment of wages,
evasion of taxpayment’s, the heavy application of accounting policies for the purpose of
obtaining money, forgery or modification of records or documents, the of the image and
reputation of BNS.

6. Abuse - means the intentional, improper or improper use of the assets, equipment or
resources of the entity, including the overcoming of imputations attributed to staff, in order
to obtain material or other advantages.2

7. Corruption - use of the function, contrary to the law, in the private interest. in this regard,
the use of the function may have Joe directly by the holder of the function or indirectly by
intermediaries, and the private interest may be own for the holder of the function or for

T Art.3 Law n0.229 0f 23.09.2010
2 Art.312 Contravention Code of the Republic of Moldova
3 Art2 Law no.82 of 25.05.2017



other persons3. Needletele corruption are: bribery, bribery, traffic of your influence, etc.
8. The fraud triangle is a combination of 3 elements that generate fraud. They are:

Opportunity- the location and circumstances that favor the commission of frauds,

such as activities, processes, to which people have uncontrolled access.

Justification of - requiring people to justify fraudulent actions in their own minds by

accepting their own actions according to the abnormality principle -

"Contrary fo the rules of stability".

Motivation - overcoming/defeating people’s honesty, generated by financial pressure

and incentives- obtaining financial means, goods, services, advantages, etc.

IV. POLICELIKE | ANTIFRAUDA CULTURE, ANTICORUPTION

9. The management of the NBS promotes a policy of zero tolerance to fraud and
corruption, mobilizing all employees to act, in all dignified and impartial
circumstances, with honesty and integrity, not to abuse their position, to ensure the
protection of assets, the use of resources and efficiency.

10. At the level of the NBS, included in the Central Apparatus and in the Regional
Statistical Centres, the anti-fraud policy is promoted by the following:

communication of principles of ethical conduct and moral integrity;
investigating any fraud alerts if they contain sufficient evidence or details of the
fraud committed or alleged;

notifying the competent bodies, in case of ascertaining the facts of fraud and/or
corruption;

Undertaking and measures to recover any material and image losses resulting
from fraud;

the application of disciplinary measures to employees who have committed
fraud and/or corruption;

immediate reporting of all fraud/suspected fraud to the Director-General;
ensuring the transparency of the NBS anti-fraud and anti-corruption policy by
placing it on the official web pages of the NBS;

the establishment of the active green line within the entity (the green line is: 022
403 000).

V. FRAUGHTRISKS YES AND I OF CORRUPTION

11. The purpose of risk management is to enable the entity's management to identify the
element of uncertainty regarding the achievement of the objectives set 1 the risk
associated with it.

12. The fraud and corruption risk management process involves:

identifying the risks related to the NBS objectives, including those due to
internal and external factors, at entity and activity level;

assessing risks by estimating materiality the probability of their occurrence;
Establish the actions to be undertaken.

13. Risks of fraud and corruption:



avoidance, manipulation of security measures, including disclosure of confidential
information;

Manipulation of information systems, including entering, removing or
modifications unauthorized, intentional data;

payments unfounded, unjustified;

false and falsification in the entries accounting, manipulation in patrimonial
reporting of;},

theft of relevant information, misappropriation of funds, property or other assets;
abuse of power or abuse of office;

falsification and manipulation of concluded contracts;

forgery, manipulation of decision-making acts;

corruption vis-a-vis economic operators, secret agreements between staff and
suppliers of goods and services, acceptance of undeserved benefits by various
stakeholders;

conflict of interest;

favoritism, betrayal of influence;

abuse of power;

Sensitive positions occupied by one and the same person for a long period of time.

14. Elements to prevent fraud and corruption:

Implement and develop an effective internal control system;

ensuring the security of the preservation of material goods;

Securing access to information systems;

ensuring the transparency of all activities carried out;

ex-ante evaluation of public procurement procedures, transactions with major rise
of fraud;

implementation of process-appropriate control procedures, including the use of the
'd pairs of eyes' principle (minimum level of division of expected obligations);
establishing an appropriate recruitment policy for staff;

the orientation of our employees and the continuous education of all staff
regarding the code of conduct, the existing policy in the field of fraud and
corruption risks;

continued identification and risk management of fraud and corruption;

ensuring the sanctioning of fraud and/or corruption acts omitted.

VI. SISTEMUL OF INTERNAL CONTROL

15. Internal control is a system organized and implemented by the management of all personnel
of the entity to provide reasonable assurance as to the achievement of the objectives of the
entity and to consider:

efficient and effective citation of operations;

compliance with the applicable regulatory framework and regulations;
security and optimisation of assets and liabilities;

reliability, reliability and integrity of information.

16. The existence of an effective internal control system, which included specific activities for
the prevention and/or early detection of fraud, is an important tool in the treatment of fraud
and corruption.



Managers of all divisions must implement appropriate control procedures for processes
with increased risk of fraud. An important factor that determines whether an employee
will commit an act of restraint is opportunity. The management and subdivisions should
analyse the opportunities that employees would have in order to take bribes and take
measures to mitigate the risks.

VII. DETECT AREA FRAUDS

17.

18.

Detection of fraud can beachieved by receiving information from various sources, such as:
I hear the target, letters, green line, electronic email, controls, inspections, etc.

Within the NBS, an electronic address will be activated, where cases of corruption can be
detected. The NBS shall ensure the confidentiality of the address given to them personal.
The responsibility for receiving the messages is the Audit Section inl hand the quality
management and .

The electronic address for referrals is: anticoruptie(a)statistica.gov.md

VIII. INVESTIGAREI REPORTING FRAUDS

19.

20.

21.

22.

23.

24,
25.

26.

Any fraud that is detected or suspected must be reported to the Director of the NBS. If
there are good arguments, the Director of the NBS will initiate the investigation of fraud/or
corruption. Initially, you will be in the investigation group, of which you will be part of the
group and you will be part of the human resources group. If necessary, in the group of
investigation will be included officials from other relevant subdivisions. The nominal
composition of the Fraud Group and the limits of power of attorney shall be established by
order of the Director of the NBS.

In order to apply this policy effectively, employees are encouraged to sign fraud/fraud
cases, in cases where they have such information. The messages indicating
fraud/suspected fraud received from third parties and from the entity will be collected
viathe electronic anti-corruption address (a;statistica.gov.md.

As a result of fraud/suspected fraud/corruption, access to the e-mail address will be
provided every day by thecompany's internal control and quality management.

Any signof fraud/suspectedfraud is entitled to receiveanonymousinformation,even if their
personal data would make it easierfor them to give theirbest wishes tothe fraud/suspected
fraud cigars.

The information provided should be accurate, with detailed reference such as: persons,
place, period, fraud/suspected fraud, other cases.

Without concrete indications and objective evidence, it will not be adjourned.

The out come of investigation shall be reported to the Director-General by the Pre-
education Group and by means of a report signed by all members.

Therefore, the implementation of the provisions of the legislation in force and he
subsequent initiation of the financial crisis will be supported by the management of the
NBS.

IX. CONFIDENTIALITATE



27.

28.

All information received / known about fraud /suspected fraud will be treated
confidentially during the investigation. The results of the investigations will be disclosed
or discussed with relevant persons, only at the decision of the management.

Confident information about reported fraudulent acts is important to avoid damaging the
reputation of suspects, later found innocent of you.

X. RESPONSABILITATI

29.

30.

31.

32.

33.

The internal audit and quality management department is responsible for establishing and
maintaining an internal control system, which also ensures the successful achievement of
the objectives and tasks of the public entity.
Heads of subdivisions of structural units shall be responsible for:
» the implementation and development of the internal control system to reduce the
risk of fraud;
* identification 1 fraud risk assessment as part of the operational risk;
* implementing and testing thousands of controls to prevent and detectfraud;
* Corrective reporting of frauds/suspicions of frauds where they have taken place
or can take place.
Staff of all sizes have the duty and ensure the protection of assets, rationality and resource
efficiency, protecting and maintaining the reputation of the entity.
If the employee has received or been offered by third parties gifts or benefits of any kind,
which are limited by the legislation and their offer is directly or indirectly linked to the
performance of the duties, the employee must in form the management.
In the context of this Policy, the role of the Internal Audit and Quality Management Section
in:
» contribute to the deterrence and prevention of fraud by reviewing and assessing
the effectiveness of internal control in audit missions;
» use of specific audit procedures that also provide reliable assurance to detect cases
(possible)of fraud/corruption;
* Assisting leads the era in the fraud detection/ high level fraud detection process,
except for the activity within the Fraud Investigation Group;
* keeping records of reported and confirmed fraud at NBS level.

XI. ADMINISTRATIONSSTRARE

34.

The Internal Audit and Quality Management Section is an investment with the purpose of
submitting proposals for updating, if necessary, the provisions of this Policy.

XII. FINAL IT PROVISIONE

35.
36.

The provisions of this Policy shall enter into force on the date of approval.
The anti-fraud policy of the NBS will be placed on the official website, with
unrestricted access for all users.



